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BY PHO TUE SOFTWARE SOLUTIONS 15C

VE CHUNG TOI

HiTechCloud l& thuang hiéu thudc Cong ty C8 Phan Giai Phap Cong Nghé va Phan Mém Phé Tué.
Chung tdi chu trong xay dung va khdng ngling cai tién cac gidi phap, dich vu cong nghé dién toan
dam may, |y khach hang lam trong tdm va cam k&t dam bao mdt nén tang s6 6n dinh, an toan,
linh hoat, t8i uu theo tiéu chuan quéc té.

Hé sinh thai HiTechCloud dudc thiét k& dé dé& dang ung dung cho doanh nghiép l6n dang chuyén
ddi s6 manh mé&, dong thdi phi hgp véi SMEs can mot nén tang cloud da dang, dé mad rong va toi
uu chi phi.

HiTechCloud cung c&p céac dich vu DataCenter, Cloud, ha tang s8, bdo mat, luu tri, sao luu, may
chli va céc giadi phap van hanh cong nghé cho doanh nghiép. Chiing t6i nhan thiic sau sic rang su
thanh cdng bén viing clia HiTechCloud dén tir chinh sy thanh cong clia khach hang.

M®&i thanh vién clia HiTechCloud ludn ghi nhd diéu nay dé tan tdm phung sy, mang t6i khach hang
nhing dich vu chat lugng t6t nhat, dé khach hang hoan toan an tam, tap trung sang tao va phat
trién trong hoat déng kinh doanh chinh ctia minh.

La doanh nghiép dich vu, ching t6i nhan thic sdu sic rang: Su thanh céng bén ving cla
HiTechCloud dén tir chinh su thanh cdng ctia khach hang. M&i thanh vién clia HiTechCloud ludn ghi
nhd diéu nay dé tan tAm phung sy, mang ti khach hang nhing dich vu chat lugng tét nhat, dé

khach hang hoan toan an tam, tap trung sang tao va phat trién trong hoat déng kinh doanh chinh
céa minh.

Hon cd mdt nha cung cap dich vu giai phap, HiTechCloud la ngudi chdm séc hé théng ha tang CNTT
clia khach hang, dong hanh cling khach hang tién t6i thanh cong.




TAM NHIN = SU MENH

Lua chon tin cdy cho

SANG TAO
BUT PHA
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Tam nhin

DAn dau vé dich vu, gidi phap Trung tdm di liéu & Dién

todn dam may; tién phong vé gidi phap, cong nghé mdi

phuc vu xa hdi sé.
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S ménh
 Phat trién va lam chd nén tang Cloud clia ngudi Viét.

* Mang dén nhiing gidi phap t8i uu, dang tin cay nhat
cho khach hang, tao nén tang cho su sang tao va phat
trién ctia déi tac va doanh nghiép.

Triét ly phung sv

St ménh cla HiTechCloud | phung su T6 quéc, giai quyét
cac van dé cla xa hoi va cac t8 chiic, doanh nghiép. Néu
khong tao ra gia tri cho khach hang, giup cho khach hang
thanh cdng thi HiTechCloud khéng thé ton tai lau dai.



HITECHCLOUD LA NEN TANG DE
KHACH HANG SANG TAO VA BUT PHA

Chung tbi co

Uy tin
dan dau

Chat lugng
dich vu

TU nha cung cap dich vu

ludn gi viing vi tri s6 1tai Viét Nam

Hé théng dich vu dudgc thiét k&, van hanh va
cung cap theo tiéu chuan quéc té:

. Trunétém di lidu dap (ng tiu chuan ANSI/TIA-
942B 2017 Rated 3 - véi quy md l6n nhat va hién dai

nhat Viét Nam
« Ha tang ddm may dudc xay dung va phat trién theo
tiéu chuan dam may quéc té (NIST, CNCF,...).

«Doi ngli chuyén gia giau kinh nghiém vé&i nhitng ching
chibao mat uy tin nhu CHFI, CEH, CISSP... trong linh vuc
An toan thdng tin, cam két bao vé hé théng cta khach
hang trudc moi méi de doa an toan, an ninh mang.

« Dam bao kha dung dich vu [&n dén 99,99%.

Chung chi

Nha cung cap dich vu Trung tAm d liéu va Dién toan dam may co
hé sinh thai tiéu chuin ching chi DAY DU va TOAN DIEN nhAt

Viét Nam.
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DICH VU cua cHONG Tox

MSP

CH VI TU AN
Bl W WVEM FARH CWTT

%4 Dich vu Tu van vé Thiét k&,
Trién khai & Van hanh TTDL

@ Dich vu Hién dai héa ha tang TTDL

. Dich vu Quan tri van hanh TTDL

Eéi Dich vu Tu van & Qgén tri
Cbéng nghé théng tin

e Dich vu giam sat
£ hiéu suat Ung dung (VAPM)

G‘ vCloud Camera
* HiTechCloud Al

SaaS

UG DUNG DOANH NCsslfe

@ HiTechCloud SSL w HiTechCloud Cloud PC E Cloud Email Service E Cloud Hosting
!E HiTechCloud Drive m vDC Cloud Desktop

___1Domain

Q Cloud Connect
% Multi-Cloud

u Microsoft 365

CONTAINER
' VKS Open Kubernetes Service

|® \vContainer Registry

PaasS

CO S3 DULIEUBDAMMAY

-Iﬂa Database as a Service

GIAM SAT & IOT

ﬂ vMonitor

{a vCloudcam

DICH VU TICH HGP

m VAl AP| Gateway

-lli VAl Cloud Function

& vMonitor Platform

EER

MSSP

DICH VU AN NINH, BAO MAT

D Dich vu tuvan ATTT

E:I Dich vu tu van, kiém tra, danh gia
|6 héng bao mat

VWAF Cloud WA F

.l VWAF Anti-DDoS
vSOC Virtual SOC

_ w VCF Cloud Firewall

"' VES Endpoint Security

Q

VTH Threat Hunting

ﬂ, vServer Cloud Server

@ vDCI Dedicated Private Cloud

LU TRO 00 Ligu

& File Storage

Storage
fil' Intergration

ﬂ Block Storage

Object Storage
Block Storage

m HiTechCloud Colocation

Gl N TOAN DAM MAY

{:} vPC Virtual Private Cloud

@vC}PU Cloud GPU

SAD LUU DO LIEU

@ HiTechCloud Cloud DR

{5 VvBP Cloud Backup

DATA CENTER

% HiTechCloud Server Leasing

&. vOPC Open Private Cloud

& vDPG Dedicated Cloud

& Elastic Resource Compute

BT wch VA Prul P MK DUNG

* vICS ‘ vSW SD-WAN
‘ vCDN
@ Hybird Conncect

.'*. vCDN Multi-CDN

@ HiTechCloud Disaster Recovery




DICH VU TRUNG TAM DU LIEU
DATA CENTER
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MO HINH TRUNG TAM DU LIEU

Thiét k& xay dung va van hanh theo tiéu chuin ANSI/TIA942-B
Rated3 Constructed Facilities.
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Hé thong phong chay
chla chay FM200

Tram bién ap
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Phong may phat dién
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HiTechCloud s& hiru-hé sinh thai dich vu Trung tam di
liéu va Dién toan dam may dap irng tiéu chuan, chirng chi
day.duvatoan dién nhat Viét Nam.

Hé théng 13 TTDL duagc thiét ké, trién khai va van hanh theo
tiéu chuan ANSI/TIA 942-B Rated 3, dong thoi dap ing cac yéu
cau cao nhatvé ATTT cd vé matan ninhvatly va an toan thong
tin mang theo tiéu chuan ISO 27001: 2013 va PCI- DSS véi bo
may giam sat ATTT toan bO TTDL 24/7.

bac biét, HiTechCloud tién phong rng dung cac cong nghé,
gidi phdp mdi nham tiét kiém nang lugng va than thién véi
moi truong, dam bao hiéu qua sirdung nang lugng toi uu.

©

S6 Rack cung cap

7.200 Racks

Dién tich mat san phong may

48.500 m?

:: HITECHCLOUD COLOCATION - DC/DR

Trung tdm d{ liéu hién dai bac nhat, bao dam
an toan va lién tuc cho ha tang dir liéu sd

Dich vu cho thué ché dat thiét bi ddp Ung linh hoat
theo nhu cdu cua khach hang, khdach hang toan
guyén sU dung va kiém soat hé théng ma khéng phai

dau tu, van hanh...

Khach hang c6 thé lua chon:

« Thué khdng gian chd dat theo ting thiét bi
« Thué khong gian theo ta

« Thué khu riéng

=8 Ha tang ly tuéng

Toan bd TTDL dat tiéu chudn quéc té, ha tang
phu trg téi uwu... cung cap diéu kién ly tudng
cho thiét bi.

@ Bdo mat da tang

May chd clia ban dugc kiém soat bdi hé thong
camera giam sat, bao mat bang van tay, theo

doi tur xa qua IP Camera.

hs¢ MG rong linh hoat

M rong tai nguyén, nang cap khong gian dat khi

c6 nhu cau.

°y Két ndi 6n dinh va da dang nha

cung cap.

(
(e]

HiTechCloud cung cdp duong truyén Internet
nhanh, 6n dinh va lién tuc, bang théng 16n, dam

bdo hoat dong thong suét.
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.7 HITECHCLOUD SERVER LEASING

Cung cap may chu, thiét bi
Iuu tri, thiét bi mang, thiét bi
an toan thoéong tin.. véi cau
hinh da dang, phu hgp vdéi
nhu cau khach hang.

Tiét kiém chi phi
Tiét kiém chi phi dau tu
ban dau, chi phi bao tri,
nang cap thiét bi.

Thiét bi chinh hang

Thiét bi tir cac nha cung cap hang
dau thé gidi: Cisco, Juniper, Arista,
Fortinet, Palo Alto, HP, IBM, Dell,
Cloudian, NetApp...

Trién khai nhanh

RUt ngén thai gian

cong nghé thong tin.

H& tro 24/7

H& trg ky thuat 24/7, cho phép thuc hién remote-eye,

remote-hand.

20

HITECHCLOUD DISASTER RECOVERY

Tu van gidi phap va cung cap ha tang trung tam
d{ liéu cho khach hang xdy dung, thuc hién
phuong an khéi phuc hé théng CNTT sau tham
hoa.

HITECHCLOUD cung cap

Tu van gidi phap va cung cap ha tang trung tdm d liéu cho khach hang xay dung, thuc
hién phuong &n khdi phuc hé thdng CNTT sau thAm hoa.

Trang thiét bi lam viéc, phuc vu dién tAp: may tinh, may in, may chiéu, két ndi internet,
wifi va cac thiét bi phu trg khéc.
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DICH VU DIEN TOAN DAM MAY
CLOUD COMPUTING
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¢+ vServer Cloud Service

Cung cap may chu ao cho khach hang vdi
nhiéu cau hinh linh hoat, dé 6n dinh cao.

____________________________________________________________

| ‘
_7
O
¢ N

Pap Ung tiéu Trién khai Muc d6 bao mat,
chuén ISO 20000- mda réng tin cay dat tiéu
1:2018 vé quan ly: - nhanh chéng chuan ISO 27017
ha tang va van danh riéng cho

hanh dich vu CNTT dich vu Cloud

vServer
Cloud Service

____________________
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Kha nang tich hop
v@i cac dich vu
khac: tusng Ita,

Cau hinh linh hoat !
phu hdp moi nhu
cau cua khach hang

A Do san sang cao e e
sao luu du phong, V@i chi phi téi uu

. 1 g a 99,99%
luu tr d liéu,...
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vDCI DEDICATED CLOUD .

(¢ Gidi phap dién toan dam may cao cap
nhat trong nhém gidi phap dédm may 7’
cdng cdng.
HiTechCloud Dedicated Cloud phu hgp véi cac Ung dung
doi héi hiéu nang cao nhu SAP, Oracle.... Déi véi cac doanh
nghiép can dé 6n dinh, tin cdy tdi da, kha nang kiém soat
tai nguyén, két néi ma réng hod trg dinh tuyén dong L3
(OSPF/BGB)... ma khéng qua quan tdm dén chi phi. Dich vu
HiTechCloud Dedicated Cloud giup doanh nghiép dam bao:

Kiém soat | Ty bién ® Ddsan Kha ning
tai nguyén | mangva dinh sang cao md rong
tuyén theo 99,99% khéng
nhu cau giGi han
o000 o000 o000 o000
o0 (<X} (=X (<X}
00 o000 00 o000
o000 0000 (X X-X-] o000
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.+ HITECHCLOUD VIRTUAL PRIVATE CLOUD

HiTechCloud Virtual Private Cloud cung cap giai phap dién toan ddm may da nén
tang cho doanh nghiép, tuy chon giai phap ma nguén ma& Openstack hoic phan
mém ao hda hang VMware. Khach hang tu chd quan ly cum tai nguyén tinh toan,
luu trit nhu mot trung tAm dif liéu o hda trén nén tang dam may céng cong. Ngudi
dung cudi st dung cac tinh nang mang dudc dinh nghia bang phan mém (Software
Defined Networking) nhu Subnet (phan l8p mang con); Virtual Firewall (tudng lita
40); Virtual Load Balancer (can bang tai o) dé xay dung mdt hé théng cdng nghé
thong tin phic tap, da l[6p mang (két ndi Internet, DMZ, Private Network).

HiTechCloud Virtual Private Cloud dugc ching nhan dap (ng nén tang
dién toan dam may “Make in Vietnam” véi day du tiéu chi ky thuat phuc
vu Chinh phi/chinh quyén dién ti theo van ban 1145/BTTTT-CATTT va
2612/BTTTT-CATTT clia b6 Théng tin va Truyén théng tai thi trudng
Viét Nam, HiTechCloud l& nha cung cap trong nudc dau tién dat dugc
hai b6 chi tiéu nay. Dap Ung muic dé an toan thong tin, an toan di liéu

khat khe va van dam bao nhu cau téi uu chi phi danh cho doanh nghiép,

cd quan chinh quyén.

D
D

Chud déng quan tri Kha nang ma& rong
tai nguyén LLll KHONG GIGI HAN &

D
D

Tuy bién mang theo
nhu cau

D6 san sang cao 99,99%

o
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Giai phap ha tang dam may
rieng chuyén dung danh
cho céac té chuic dat yéu té
rieng biét va an ninh [én
hang dau: ngadn hang,
ching khoan, cac t6 chuc
cho thué tai chinh, tin dung,
thuong mai dién tu...

vDPC DEDICATED

PRIVATE CLOUD

HiTechCloud Dedicated Private Cloud
giup t6i uu chi phi nhung van ddm bao
cac tinh nang ctia mét dam may riéng

didng nghia:

Ha tang tai nguyén riéng biét

TUy bién mang va dinh tuyén theo

nhu cau

Do san sang cao 99,95%

Kha nang ma rong khong gidi han

Dap Ung cac ching chi
ISO/IEC 27001:2013,
ISO/IEC 27017:2015, PCI DSS, SAP




:: HITECHCLOUD OPEN PRIVATE CLOUD HITECHCLOUD PRIVATE CLOUD ::

TU THIET LAP TRUNG TAM
DU LIEU AO CUA RIENG MINH

QUAN TRI VA NANG CAP MO
RONG DE DANG

TIET KIEM CHI PHI

HiTechCloud Open Private Cloud la dich vu cung
cdp nén tang dé trién khai dam may riéng cho
khach hang dugc phat trién bai doi ngdi k§ su cla
HiTechCloud, dap Ung tiéu chudn ddm may “Make
in Vietnam” véi day du tiéu chi ky thuat phuc vy
Chinh phu/ chinh quyén dién t&r theo van ban
1145/BTTTT- CATTT va 2612/BTTTT-CATTT cla bd
Thong tin truyén thong tai thi truong Viét Nam.

Lua chon téi Uuu cho
nhu cau sd h{u va
quan ly ha tang céng
nghé dam may cua
rieng minh

HiTechCloud Private Cloud cua HiTechCloud
cho phép khach hang toan quyén quan ly ha
tang vai chi phi tdi uu, trién khai linh hoat tai

trung tam du liéu riéng hoac ctia HiTechCloud .

* Ha tang tai nguyén riéng biét

DICH VU GIA TR| GIA TANG * Tuy bién mang va dinh tuyén theo nhu cau
DA DANG + DO san sang cao

* Khd nang mé réng khéng gidi han

PAP UNG TIEU CHUAN BAM MAY

“MAKE IN VIET NAM”

PO SAN SANG CAO 99.95%
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HITECHCLOUD CLOUD GPU

Dich vu may chi 4o tich hgp card d6 hoa GPU danh cho céac t6 chlc,
doanh nghiép c6 nhu ciu nghién clu, phat trién, vin hanh cac hé
théng, phan mém (ng dung Tri tué nhan tao (AI) - Hoc may (ML) nhu
trg ly 4o giong ndi, cham céng khudn mat, dinh danh dién ti (eKYC),
camera giam sat, phan tich di liéu l6n; cac doanh nghiép st dung cac
Uing dung k&t xuat hinh anh, video chat lugng cao (render), d6 hoa kién
trdc, moé hinh 3D, v.v.

N
HiTechCloud cung cap nhiéu lya chon vé

dong card GPU dé dap (ing day du cac nhu
cau s dung cta khach hang, tir dong GPU
chuyén dung cho AI-ML nhu NVIDIA A30,
L40S, NVIDIA H100/H200/B200/B300 cho
t6i dong chuyén biét cho d6 hoa, gaming
nhu NVIDIA RTX4090.

N
Thita hudng cdc uu diém cla nén tang

Public Cloud, dich vu HiTechCloud Cloud
GPU c6 thé khai tao & nang cap tai nguyén
linh hoat bat ky khi nao khach hang cé nhu
cau, khdng can chd dgi lau nhu khi ty trién
khai ha tang vat ly.

Phan cldng vuct troi,

Khdi tao nhanh chéng,

da dang dong GPU , \ nang cap linh hoat

San sang su dung,
tinh tuong thich cao

0 o -

On dinh va bao mat,
y an tam su dung

May chd ao Cloud GPU cua HiTechCloud
dugc cai dat san hé diéu hanh, NVIDIA
Driver tuang thich va bd cdng cu CUDA
Toolkit; hé trg day du cac frameworks & Ung
dung phé bién cho  AI-ML-Data
(TensorFlow, Caffe, PyTorch, v.v.) va d6 hoa
(Redshift, Octane, V-Ray, v.v.).

o HiTechCloud Cloud GPU dudc xay dung va

trién khai trén ha tang TTDL dat chuln
TIA-942 Rated 3 cla HiTechCloud, di kem
nhiéu ching chi vé an toan bao mat nhu
ISO 27001, ISO 27017. Tinh nidng vGPU
gilp 4o hoa card GPU, tang cudng muc dé
san sang cho cac VM Cloud GPU clia khach
hang.

J
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DICH VU LUU TRU DU LIEU
CLOUD STORAGE
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OBJECT STORAGE

FILE STORAGE

BLOCK STORAGE

STORAGE INTERGRATION

M& réng luu trir 1&n téi Petabyte khi cé nhu cau.
Khdng gian doan dich vu, khéng thay d&i cau hinh
khi m@& rong. Luu trif cang l6n, gia thué cang ré.

D liéu luu trit tai Viét Nam, khdng lo van dé két ndi
qudc té. Khdng gidi han tan suat upload/download.

Tiét kiém chi phi dau tu, nang cap hé thdng, chi
phi vAn hanh bao dudng thiét bi, khéng lang phi
tai nguyén.



B
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Dich vu luu trir dir liéu lau dai cho
doanh nghiép, ca nhan dudc xay
dung trén nén tang dién toan dam
may, phu hop cho nhiing nhu cau
luu trit dT liéu trong nhiéu nam va
tan suat tai dir liéu vé thap.

HITECHCLOUD CLOUD DATA ARCHIVING

Luu trit da dang dit liéu

Luu tr&r da dang d liéu nhu video
tlr camera, hd so s6, bénh an, nhat
ky irng dung (log), dir liéu sao luu hé
thong,... trong nhiéu nam va chi tai
vé khi can kiém tra hodc xem lai.

Dung lugng khong gidi han
M& réng luu trir 1€n t&i Petabyte ngay
khi c6 nhu cau. Khéng gian doan dich
vu khi m& rong, khéng thay déi cau
hinh thiét 1ap khi m& rong.

Toc dd upload t6i da

Hé théng trang bi phan vung luu trir
dém dam bao téc d6 upload dir liéu
toi da. Toc d6 upload chi phu thudc
vao toc do dudng truyén dau khach
hang.

HO trg API két noi

Cung cadp day du APl két ndi, giup
ngudi dung cé da cong cu dé tich hop
hé thdng vdi ing dung clia ngudi dung.

X X ]




;. HITECHCLOUD CLOUD BACKUP

Giai phap cho phép tu dong hda qua trinh sao luu hé
théng may chd clia doanh nghiép 1én dam may.

DICH VU SAO LUU DU LIEU
@ CLOUD BACKUP

38

Sao luu moi loai dU liéu
Sao luu tat cd cac loai dr liéu:
Tap tin, co s& dit liéu, hé diéu
hanh, may do, may vat ly Ién ha
tang luu trit dién todn dam may
cla HiTechCloud.

Luu tri phién ban

Hé thong luu trit nhiéu phién
ban (diém phuc hoi) cda dir liéu,
dadm bao an toan ngay ca khi di
liéu bi hong do virus.

Tu dong lap lich

Ty dong sao luu theo gig, ngay,
tuan, thang, nam. Lap lich xoay
vong, thiét 1ap sao luu vao gio c6
dinh da lap,...

Ma hoa di liéu

D{r liéu dugc ma hoa dau cudi
bang chudn mad hoéa mdi nhat
(AES 256) cung v&i ma héa duong
truyén SSL, ddm bao an toan bao
mat théng tin.

«
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HITECHCLOUD CLOUD DISASTER RECOVERY

Giai phap cho phép du phong va khéi phuc hé théng cong nghé
thong tin clda khach hang khi xay ra tham hoa thién nhién hoac
do con ngudi gay ra.

Ludn san sang

D{r liéu dugc dong bo 1én ha tang Cloud, ludn san
sang kich hoat thay thé hé théng chinh khi hé
théng chinh gap tham hoa.

Tu dong lap lich

Tu déng sao luu, déng bod hé théng dir liéu theo lich
da duogc thiét 1ap: theo gig, ngay, tuan, thang,
nam,...

Luu trif phién ban

Luu gitr nhiéu phién ban dir liéu (diém phuc héi),
bado dam an toan ngay ca khi dr liéu bj hong do
virus.

Ma hda di liéu

D liéu dugc ma hoa dau cubi bang chudn ma
hdéa AES 256 cung véi ma héa dudng truyén SSL,
dadm bdo an toan bao mat thong tin.




DICH VU KET NOI
VA PHAN PHOI NOI DUNG
INTERCONNECTION & CDN
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——@® Da dang loai hinh két ndi

———@® Mang ludi l6n nhat Viét Nam -
(ca noi dia va qudc té) -

—@® Chat lugng dich vu cao va
on dinh nhat

Cac lua chon két noi

Y

v

Dark-Fiber FTTx
(Virtual Private Network) | (Fiberto the x)

IP Transit

(WideArea Network)

B

HITECHCLOUD HYBRID CONNECT -:

HiTechCloud Hybrid Connect [ dich vu cho phép khach hang cé thé thiét 1ap cac kénh két ndi
riéng tir hé théng mang tai chd nhu trung tam di liéu, van phong, colocation dén céc dich vu
Cloud ctia HiTechCloud hoc gitta cac dich vu Cloud HiTechCloud véi nhau, dam bao két néi én
dinh, ting luu lugng bang thdng, giam chi phi mang va mang dén trai nghiém sit dung mang nhat

quan hon so vdi két ndi dua trén Internet.

K&t noi linh hoat : : i Dongian

HiTechCloud Hybrid Connectcung . Khachhangcé thé dang ky dich

cap giao dién két ndi 1 Gbps hoac vu HiTechCloud Hybrid Connect
10 Gbps va bang thong da dang tu nhanh chéng va dé dang qua giao
100 Mbps dén 10 Gbps hd trg dién web self-service.

khach hang dé dang lua chon loai . - -
két néi theo nhu cau ctia minh. \
HBER
|
' ' : - dich vu cula

Viéc khach hang st dung dudng truyén

H+I§QBQIQ%quonnect @ dich vumang

Internet c6 thé dan dén nhing do tré . )
. i . . tuang thich vé8i hau hét cac dich vu Cloud clia
nhat dinh va khong on dinh trong két :
. + HiTechCloudnhu Cloud Server (VCS), Virtual
noi. V&i HiTechCloud Hybrid Connect, .
, . Private Cloud (vWPC), HiTechCloud Dedicated
khach hang dugc cung cap mot dudng . .
, [ I . Private Cloud (vDCP), HiTechCloud Cloud GPU
k&t ndi riéng chuyén biét véi cach thic - :

. i oo - (VCG), Cloud Object Storage, Cloud Camera...
dinh tuyén, chuyén mach di liéu tot - :

nhat, mang dén trai nghiém mang nhat
quan hon so v6i k&t ndi dua trén

Internet.
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:¢ HITECHCLOUD SDWAN

HiTechCloud SD-WAN gilip cac t6 chiic, doanh nghiép xay dung mang WAN
40 co hiéu nang tuong duang véi k&t néi WAN truyén thdng bang cach thay
thé mot phan hoic toan bd dudng két ndi MPLS bang cac dudng két ndi
khac nhu Internet, 4G, LTE..., dong thdi cung cap thém céc tinh ning nang
cao nham dam bao tinh an toan, bao mat cla té chirc, doanh nghiép.

..................................................................................

Quan tri tap trung, gilp doanh

Tiét kiém chi phi bang cach thay thé dudng truyén
&\ (/ﬂ MPLS bang cac dudng truyén khac nhu Internet, 4G,
LTE... ma van ddm bao chat lugng tuong duong

H |TEC H LO U D mang WAN truy&n théng.
SD-WAN

nghiép c6 thé t8i uu ngudn luc vé

nhan su quan tri hé thdng.

¢ @ ¢ ¢ ¢ ¢ ¢ ¢ ©° o ¢ ¢ ¢ ¢ ¢ ° O © ¢ ¢ O ¢ o o

Giam sat tap trung, giup khach hang
chl dong han trong viéc van hanh hé

théng mang cia minh.

} Tuy chon cac tinh nang bao méat nang cao khi dugc
= tich hgp véi cac thiét bi Next Gen FireWall (NGFW).

® @ & & @ @ O 0 & & & O O O O & & & & O O O & & & O O O O O & & & & O O O 6 & O & O O O O & & O O O O O 6 & & S O O O O 6 G & O O O O & & O S 0 O O 6 G e S O 0 O O ¢ & 0 0 0 0 & e 0 0 o

Tang dd 6n dinh va kha nang sin sang: giup khach
hang xay dung hé théng du phong tir dudng truyén

cho dén thiét bi, QoS cac dich vu.

cccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccc
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2! HITECHCLOUD CDN HITECHCLOUD MULTI-CDN ::

HiTechCloud CDN (vCDN - HiTechCloud Content Delivery Network) la giai phap HiTechCloud Multi-CDN (vMCDN) la

v

t6i uu hda viéc phan phdi ndi dung truc tuyén, gitip doanh nghiép cai thién téc 2N » mot nén tang cdng nghé tién tién do
do truy cap, tang cudng bao mat va nang cao trai nghiém ngudi dung. Ny X HiTechCloud phat trién, gitip téi uu hoa
. viéc phan phéi ndi dung truc tuyén va

nang cao hiéu suat cho website, Ung

Mang Iugi :é’:

phan tan

Hé théng may chl dat tai
nhiéu vi tri dia ly khac
nhau, ddm bao ndi dung
dudc phuc vu ti diém gan
nhat dén ngudi dung.

Chéng DDoS

Bao vé ndi dung va dit liéu
cla ban khoi cac cudc tan
cbng tur chdi dich vy, dam
bdo tinh lién tuc cla dich
vu.

Cai thién
téc do6

Giup ngudi dung truy cap
n6éi dung nhanh chong,
nang cao trai nghiém va
gilt chan khach hang.

Caching @

tu déng

Ty dong luu trit n6i dung
tinh va dong, gilp giam
tai cho may chu géc va
cai thién t8c dd truy cap.

Dinh tuyén ©(—C2>}9
théng minh

Ty dong dj‘éu chinh luu
lugng dé toi uu hoa hiéu
suat va giam chi phi.

Nang cao V@
du phong

Pam bdo ndi dung ludn
s&n sang phuc vy, ngay ca
khi co su cb tai may cha
gbc.

T6i uu g

hinh anh

Tinh nang nén va i uu
héa hinh anh theo thdi
gian thuc, gidm dung
lugng ma khong lam
giam chat lugng hién thi.

Bao cdo
thgai gian thuc

Cung cap bao céo chi tiét
vé luu lugng truy cap va
hiéu suat, giup doanh
nghiép theo ddi va diéu
chinh chién lugc kip thdi.

Giamechiphi &

T6i uu hoa bang thong va
chi phi ha tang, giup
doanh nghiép tiét kiém
ngan sach.

dung va dich vu truc tuyén.

VMCDN dudc trién khai trén nén tang Public Cloud manh mé, én dinh, dap tng
tiéu chuan vé nén tang DTPM clia BS TTTT va dat nhiéu chiing nhan quéc té nhu
ISO/IEC 9001:2015, ISO/IEC 27001:2013, ISO/IEC 27017:2015, ISO/IEC

27018:2019.

N&ng cao hiéu suat

T&i Uu tai nguyén

Pam bao dd san sang cao

Dé dang tich hgp

Quan ly linh hoat

Tiét kiém chi phi

Cac tinh nang chinh

Toi wu héa truyén tai ndi dung
Tich hgp nhidu mang CDN hang dau
vao mot hé théng duy nhat.

T6i wu héa truyén tai ndi dung
HiTechCloud Multi-CDN st dung céng
phan phai théng minh dé t8i uu luu tri ndi
dung, gilip nang cao trai nghiém ngudi
dung.

Piéu khién luu lwgng

Cho phép ngusi diing giam sat va diéu chinh
cach di liéu dugc phan phéi.

Bao mat va chong DDoS
Tich hgp l6p bao vé b6 sung, dam bao an toan
di liéu trong qua trinh phan phoi.

Dé dang tich hop
Hb trg két ndi linh hoat vdi hé théng clia doanh
nghiép thong qua APIva giao thuic tiéu chuan.

Quanlyvagiamsat

Cung cap cbng cu giam sat va phan tich hiéu suat
dich vu theo thgi gian thuc.

Tich hop da dich vu Cloud
Ho trg ket noi véi AWS, Azure, Google Cloud,
gilp mad rong tai nguyén linh hoat.

CELEGEC NE

Phan phéi toan cau
Mang ludi rong khap, ddm bao téc dd truyén tai
nhanh chéng va 6n dinh.
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DICH VU CONTAINER
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;¢ HITECHCLOUD OPEN KUBERNETES SERVICE (VKS)

Dich vu ddm may cho kién tric Ung dung
mdi microservice

HiTechCloud Open Kubernetes Service (vKS) la dich vu cung cap nén
tang Kubernetes phuc vu cdc Nha phat trién phan mém dé dang xay
dung, trién khai, nhan rong va quan ly cac (ing dung dudc dong goi theo
hinh thai container.

Tiét kiém thdi gian & nd luc van hanh

~

HiTechCloud Open Kubernetes Service giup
doanh nghiép tu ddng hod t8i da cac thao tac
tao, m& réng va quan ly cac cum may chd
phuc vu chay Ung dung, giup cho cong viéc
trién khai va phan phdi ing dung dé dang va
nhanh chéng.

N J
Dé dang & thuan tién st dung ~
Khdi tao& md rong dich vu nhanhchoéng nhd thia v
hudng cac uu diém ctia nén tang Public Cloud. Viéc trién

khai, quan ly ha tAng va &o hod do HiTechCloud hoan
toan dam nhan, khach hang an tdm tap trung nguoén luc
cho cac hoat dong c6t 16i clia minh. é)gz,

o /

B0 tinh nang uu viét

HiTechCloud Open Kubernetes Service cung cap day du bd tinh nan

tiéu chuin cta Kubernetes cling nhu cac tinh nang ndi bat do

HiTechCloud phat trién va tich hgp nhu Node group, Pod self-healing,

Load balancer, Worker Node Autoscaling, cac loai CNI da dang nh

Calico, Cilium, CSI driver, cac version Kubernetes cap nhat méi nhat
\nhu1.30,1.31

52

HITECHCLOUD CONTAINER REGISTRY =

Dich vu luu trif va quan ly tap trung cac Container Image. W

HiTechCloud Container Registry (vCR) la mot dich vu & l8p nén tang (PaaS) luu trir va
phan phdi cac container image. Dich vu nay hoat ddng nhu mét kho luu trif tap trung,
cho phép nha phéat trién tai |&n, luu tri v phan phdi anh container; hd trg cac méi
trudng phat trién, kiém thir va trién khai san phdm mdt cach nhanh chéng, an toan, truc
quan. Container Registry [& mdt thanh phan quan trong trong viéc quan ly container va
hé trg cac cdng cu nhu Docker, Kubernetes hodc OpenShift.

Quan ly Image

VCR c6 thé quan ly nhiéu loai Images khac

nhau, nhiing images nay c6 thé dugc doéng
> g6i dudi dang OCI-compatible nhu Helm
chart (yéu cau tU Help V3), CNAB, OPA
bundle, v.v. Cac Image dudc dinh danh bai
ma SHA256 trong danh sach Image.

Quét va quan ly 16 hdng ctia Image

Giup xac dinh, quan ly nhiing 16 hdng phan
mém cla container image. VCR cung cap
phuong thic phan tich 16 héng cua images
théng qua Ung dung Trivy.

Pushing/Pulling Image

vCR luu trlt va quan ly cac Container Image,
—> ngudi dung c6 thé Push/Pull cac Image ti
Docker, Containerd, K8S, Helm CLI, v.v. khi
st dung clng cac dich vu trong hé sinh thai
Cloud ctia HiTechCloud.
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DICH VU CG SO DU LIEU
DATABASE

55



.. HITECHCLOUD DATABASE SERVICE (vDBS)

Cung cap hé quan tri cd sé du liéu hoan toan tu déng An toan dU |IéU
mot cach nhanh chéng va dudc toi uu bdi cac chuyén

gia DBA giau kinh nghiém cua HiTechCloud.

D{ liéu trong cd sd dir liéu dugc backup
dinh ky, gitup dit liéu luén cé kha nang khoi
phuc nhanh chéng.

Padangluachonvée
hé quan tri CSDL (DBMS

Trién khai
nhanh chdong

Cung cap nhiéu tuy chon DBMS tif RDBMS
(MySQL, MariaDB, PostgreSQL), NoSQL
(MongoDB, Cassandra), Caching (Redis),...

Trién khai hoan toan ty déng, chi T
trong vai phut cg sé di liéu cla ban
sé dudc cai dat, cau hinh va téi uu dé
s&n sang dé st dung.

Ho tré nhiéu
muc du phong

2 ~ .
~ \ ‘ . i M3 réng linh hoat
HO6 trg nhiéu muc dy phong phu hgp véi nhiéu nhu RS ECEC I BRI I
cau st dung khac nh-au nhu mue d_u Phong: Cho phép mé rong tai nguyén khi can ma khong
Standalone (1 node), Active/Standby (Replication >=

. . gay gian doan hoat dong ctia Database.
2 nodes), Active/Active (Cluster >= 3 nodes).
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DICH VU QIAM SAT
& TRI TUE NHAN TAO
MONITORING & IOT
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:: DICH VU CAMERA GIAM SAT

VAI Cloud Camera Platform la giai phap don gian va hiéu qud dé phat trién mot hé thong
Camera gidm sat cho phép quan ly tAp trung toan bd hé théng Camera IP tif xa, kiém soat tinh
trang hoat dong toan hé thdng va luu trir d liéu an toan véi cdng nghé dién toan dam may tai

HiTechCloud.

e O o O O—0

Tucong thich véi tat ca
Camera giam sat

\
o—0O O O,

Quan tri tap trung va phan
quyén quan tri

Giai phap cho cac du an K&t noi don gian

giam sat Camera da diém HO trg da nén tang
O O o e O

Do tin cay va bao mat cao vdi Dé dang tich hgp thém

cong nghé dién toan dam may cac tinh nang AI

60

VAI CLOUD Al PLATFORM

Nén tang phat trién (ng dung Tri tué
nhan tao (vAI Cloud Al Platform)

NLP

0o

Natural language processing — Xt ly ngdn ngii tu nhién

« Speech to text: Dich vu nhan dang tiéng ndi tiéng Viét, tu déng chuyén déi tur
ti€éng ndi sang dang van ban vagi dé chinh xac va hiéu nang cao.

« Text to speech: Dich vu ty ddng chuyén d6i van ban thanh tiéng noéi Tiéng
Viét vGi nglr diéu tu nhién. Ngudi sir dung cé thé dé dang lua chon cac giong
doc khac nhau phtu hgp cho bai toan ctia minh.

OCR FOR DOCUMENT SERVICE

» Nhan dién van ban (Text Recognition).

* Trich xudt van ban tir hinh dnh hodc tai liéu dang scan (PDF, JPG, PNG, TIFF, v.v.).

* Nhan dién ky tu in va chir viét tay (Handwriting Recognition).

« Chuyén d6i tai liéu sang dinh dang c6 thé chinh s(ra.

« Chuyén d6i hinh anh hoac file scan thanh van ban c6 thé chinh sira (Word, Excel, TXT).
* Gilr nguyén bd cuc, font chit va dinh dang ban dau.

* Nhan dién ky tu dac biét va ma vach.

« XU ly van ban c6 ky ty dac biét, cdng thirc toan hoc.

* OCR cho ma vach (Barcode Recognition).

¢85 COMPUTERVISION

* Nhan dién va phan loai hinh anh
* Nhan dién do6i tugng

* Nhan dién khuén mat

* Phan tich hanh vi

* DEm ngudi




.: VMONITOR CLOUDWATCH

Dich vu giam sat va canh bao st dung tai nguyén trén Cloud.

BIEU O THEO DOI REAL - TIME

vMonitor CloudWatch gilp giam sat cac tai
nguyén va ung dung cla khach hang trong
thai gian thuc thong qua cac Metrics quan
trong nhu hiéu ning hoat ddng CPU, phan
tram s dung b6 nhd dém, dung lugng luu
trli, network...

vMonitor CloudWatch cé khd nang tich
hgp véi rat nhidu dich vu khac trong hé
sinh thai clia HiTechCloud (da tich hgp san
sang vdi san pham Cloud Server trén nén
tang VMWare, OpenStack, vOKS, vDBS, ...)

TiICH HGP LINH HOAT
-

62

Chi phihgp ly

CANH BAO TUY CHINH

Cho phép khach hang thiét 1ap cac ngudng
canh bao cua tai nguyén va nhan thong bao
ngay l4p tdc qua nhiing k&nh phé bién nhu
Email, Slack.

MESSAGE YooY

.
g\

Cung cap tinh nang Dashboard tly chinh
gidm sat dong thdi nhiéu Metrics cla
nhiéu dich vu hién cé trén mét man hinh
quan ly, giup tiét kiém thsi gian giam sat
& van hanh, dap (ng nhu cau giam sat toi
da.

QUAN LY TAP TRUNG

7

T6c do truy xuat
va hién thj
di liéu nhanh

¢¢ ¢¢
=\

S e

Tich hgp dudc vdi cac dich vu
trong hé sinh thai Cloud cta
HiTechCloud:

«vServer Cloud Server
vDBS Database Service
*vKS Open Kubernetes Service

—
—
d
[
-
_
o
e
e
e
&
“~
gy

Giao dién quan
tri truc quan,
tinh gon, dé
dang st dung

00 O

0>
20

D6 chinh xac cao
vé mat dit liéu




DICH VU TICH HOP
@ INTEGRATIONSERVICES

:: HITECHCLOUD CLOUD FUNCTION

L Dich vu thuyc thi ma [énh trén méi trudng khong may chd

HiTechCloud Cloud Function la mot dich vu dién
toan khong may cha (serverless), cho phép nguai

ding chay ma lap trinh ma khéng can quan ly  SEEEEE——
may chi. Ban chi can tdi ma ngudn [én </>
HiTechCloud Cloud Function va dich vu sé tu

dong thuc thi ma khi dugc kich hoat. HiTechCloud
Cloud Function la giai phap ly tudng cho cac ung

—— —>—

dung thdi gian thuc va microservices gitp téi uu
héa hiéu sudt va gidm chi phi cho cac doanh </> </>
nghiép. -

Tiét kiém chi phi
Ban chi phai trd tién cho th&i gian ma chay,
khéng can phai duy tri may chd hay tai nguyén
khéng st dung, gilip gidm chi phi dang ké.

Tu ddng M3 rong

HiTechCloud Cloud Function ty dong md rong
tai nguyén khi co luu lugng tang ma khéng can
cdu hinh tha céng, dam bao hiéu suat 6n dinh
trong moi tinh hudng.

Tiét kiém thgi gian phat trién
Nha phat trién co thé tap trung vao viéc viét ma
va trién khai (ing dung ma khdng phai lo l&ng vé
viéc quan ly ha tang.

Dé dang tich hgp va linh hoat

HiTechCloud Cloud Function dé dang tich hgp
véi cac dich vu khac ctia HiTechCloud va hd trg
xU ly su kién theo thdgi gian thuc, giup xay dung
cac Ung dung microservices va cac hé théng

phéi cac API

Dich vu quan ly va diéu

Mobile client

Tang cudng bao

AP| GATEWAY ::

vAI API Gateway la san pham gitp cac nha phat trién tao va quan
ly API cho cac hé théng Backend chay trén vServer Cloud Server,
HiTechCloud Cloud Function, HiTechCloud Virtual Private Cloud
hoac bat ky dich vu web nao co dia chi cong khai. V&i vVAI API
Gateway, ban cd thé tlly chinh cho API clia minh dé két néi cac hé
théng Backend clia ban véi cac ting dung di déng, (ng dung web
va may chu.

o b
= |~

g D 8 &

Routing Caching Rate limit Datatransformation

)

@

Public APIs Available

REST/ VAI API
HTTP API Gateway

B —

Private Subnet

Internet
gateway

o (Clomm) Private APIs
(&E) x) Application in VPC
AN =)
Authorization Logging Security
(IWT/ 0IDC) Monitoring (CORS)

phan tan hiéu qua.

mat

Hé théng chi x{r ly cac yéu
cau da dudc xac thuc hop
l&, diéu nay gilp ngan chin
cac rGi ro bao mat, dong
thgi nang cao an toan cho
toan bd hé théng.

Y Teiuuhoahieu

suat hé théng

S dung bé nhé dém va gigi
han s6 lugng yéu cau tu
client trong mot khoang
thgi gian xac dinh giup
gidm thiéu sé lugng truy
cap tryc tiép dén cac API
Backend.

Két néi da dang & *‘?L%*
ma réng linh hoat

Cung cdp trén nhiéu hinh
thiic Public Resource va
Private  Resource cUa
HiTechCloud. Hb trg két noi
da dang v@i cac nha cung
cip Cloud trong va ngoai
nudc.
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NG DUNG DOANH NGHIEP
BUSINESS APPLICATION
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: ¢ MICROSOFT 365

Microsoft 365 (trudc day la Office 365) la gidi phap Ung dung
van phong trén nén dién toan ddm may bao gom céc Ung dung
Outlook, SharePoint, OneDrive va phién ban thu gon Word va
Excel,... véi nhiéu uu diém vugt trdi. Microsoft 365 cho phép
khach hang truy cap ti bat clt dau, bat ci lic ndo, trén moi
thiét bi may tinh, may tinh bang va dién thoai di dong théng
minh,... tao lgi thé 18n cho doanh nghiép.

HITECHCLOUD DRIVE ::

Giai phap luu tr, dong bd di liéu truc tuyén
st dung cong nghé dién toan dam may.

Xu hudng chuyén déi sd bung né manh mé trén thé
gidi kéo theo 1A nhiing cudc tan cdng an toan thong

|«
&

N

tin bang nhiéu hinh thiic khac nhau. Doanh nghiép
clia ban da c6 giai phap luu trr va quan ly di liéu an

toan bao mat chua?

Pong bo tic thoi

Véi su hé trg clia app HiTechCloud Drive
trén may tinh va dién thoai, dir liéu dugc
upload va déng bd nhanh chéng va dé
dang.

Chia sé

Chia sé dit liéu cho ngudi dung néi bo; chia
sé link dang c6 kém mat khau va thoi gian
hiéu luc; glri binh luan, ghi cha khi chia sé.

Tan dung hét tai nguyén
HiTechCloud Drive hd trg nhiéu ngudi
dung trong cung mdét tén mién, giup khach
hang khong lang phi tai nguyén.

ba truy cap

Truy cap moi lic, moi noi; c6 kha nang
truy cap trén may tinh va cac thiét bj di
dong.

Phan quyén ngudi dung
Gidi han quyén truy cap; gidgi han quyén
thao tac; gidi han quyén chia sé.
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22 HITECHCLOUD CLOUD PCrivntrtneiaiiiee e : I HITECHCLOUD CLOUD DESKTOP::

é

May tinh dé ban o dugc thi€t k& uu viét, cho phép doanh
nghiép tu trien khai, tiét kiém chi phi va tang nang suat

Giai phap chuyén doi so cho khdng gian lam viéc cla
doanh nghiép, tang nang suat lam viéc, tdi uu chi phi

van hanh, nang cao dd tin ciy va hd trg mé rong tai

nguyén linh hoat

St dung bat cu luc nao

HO trg truy cap tir xa trén da nén tang: Client,
laptop, smartphone, tablet,.. trén tat ca cac hé
diéu hanh: Window, 10S,...

Trién khai mé rong linh hoat
Trién khai cung cap dich vu nhanh chéng, ma
rong nang cap linh hoat theo nhu cau.

An toan du liéu

Luu trlr tap trung, gidm rdi ro that thoat dir liéu.

Tich hgp hé théng bao mat, Antivirus.

Quan ly tap trung
Quan ly, giam sat tap trung, téi gian
chi phivan hanh khai thac.

.............
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........

..................

.................................

lam viéc.

Lam viéc tu xa

! Ngudi dung c6 thé dé ::
© dang truy cap may tinh : :
: dé ban quen thudc vai : :
: tat cd dir liéu, cong cu : :
- phan mém cda minh. :

. T6i Uu tai nguyén
st dung

Cung cdp dap Ung vyéu :
cau quan ly tai nguyén : °
dén timg ngudi dung, :
cho phép 6 chirc, doanh :
nghiép ti uu tai nguyén :
cho cac nhém ngudi sk :

dung v&i dac thu va nhu
cau khac nhau.

...........................

;T8I uu quan triva :
: 2 van hanh :

Cung cap kha nang quén§

tri tap trung tir cap phat, :

© thu hoi, thay d6i cau:
- hinh hodc ap dung cac:
! cap nhat vé phan mém,:
© chinh sach truy cap déi:
: 1 v6i ngudi dung mot cach:
: ! nhanh

chéng véi vai:

. ¢ click, t8i wu ngudn luc:

o oqudntri :
*. van hanh,

71




.. VAI CLOUD Al

o

Camera giam sat
ung dung tri tué nhan tao

Al Camera la giai phap tich hgp tri tué nhan tao giup hé thong
camera trd nén thong minh hon véi kha nang tu déng nhan
dang, phat hién su kién, hanh vi mét cach chinh xac,... nham
dap Ung cac nhu cau vé kiém soat an ninh, phan tich di liéu
va cung cdp thong tin cho cac ca nhan, doanh nghiép, to
chue,...

Giai phap cham cong
nhan dién khuon mat

Giai phap chdm céng s&r dung céng nghé nhan
dién khudn mat dé dinh danh va ghi nhan thaoi
gian vao, ra khdi noi lam viéc cdia ngudi lao
dong, tich hgp mat khdu md clra, cho phép
dong md clra ty dong.

Giai phap giam sat
cdng cong Smart City

Gidi phap Smart City cho phép nhan dién khudn
mat tu déng, hd trg co quan quan ly gidam sat
|&n chiém via he, canh bdo tu tap déng ngudi,
dém Iuu lugng phuong tién giao thdng, théng
ké thu phi khu vuc d6 xe cong cong, phat hién
cap vién thong treo mat my quan,...
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VAl CLOUD CAMERA .

Dich vu camera giam sat ing dung cdng nghé
dién todn dam may, cho phép quan sat hinh

anh théng qua mang Internet kem theo canh

Z

bado, hé trg day da tinh ndng quan ly giam sat
va luu trr dir liéu cho moi d6i tugng khach

hang.

Khda nang phat hién, canh bdo tinh Theo ddi nhiéu diém trén cung mot
trang mat két ndi clla camera dén hé

théng dich vu trén irng dung giam sat.

giao dién, giam sat moi Iic moi nai,

1
1
1
1
:
Canh bao su co ' Giam sat da diém
:
| da thiét bi. Phan quyén theo ngudi
1
1

dung.
Bao mat di liéu Trién khai nhanh
Toan bo dir liéu giam sat dugc luu trén Ung dung cong nghé plug&play trén nén
hé théng TTDL dat chuan quéc té cla tang dién toan dam may giup tich haop,
HiTechCloud, dam bao an toan, bdo trién khai hé théng giam sat nhanh.

mat.
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! HITECHCLOUD DOMAIN

Cung cap tén mién Qudc gia va tén mién Qudc té
nang cao thuang hiéu clia doanh nghiép trén mang internet.

.com VN .net .biz

.0rg .edu tv

/
Khai tao nhanh chong Bao vé& quyén sd hitu
Tha tuc dang ky don gian, quy trinh Bao dam quyén s& hiru theo phap luat.
khéi tao nhanh choéng. Tén mién la duy nhat.
Quan tri dé dang Ho trg 24/7
Mién phi tai khoan quan tri truc quan, Doi ngi k§ thuat chuyén nghiép, hé trg
dé sr dung vai nhiéu tinh nang. nhanh chéng, kip thai 24/7.

o
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HITECHCLOUD WEB HOSTING ::

Ha tang tin cay Dung luong L6n, sao luu dinh ky
Hé théng may chu chat lugng hang
dau tai cac TTDL dat chuan quéc
té.

Cho phép mé& réng dung lugng luu trir va luu
lugng truy cap khdng gidi han, sao luu dinh

ky ddm bao an toan toi da.

Cung cap khéng gian luu trir Website xay dung
trén ha tang dién todn dam may, phu hgp vdi
cac nhu cau trién khai website gigi thiéu, giao
dich thuong mai trén Internet mot cach hiéu
qua va tiét kiém chi phi.

An toan, bdo mat Quan ly dé dang
Gidi phap tang cuong bao mat website véi Cong cu quan tri cPanel, Plesk chuyén
nghiép, than thién, dé quan tri.

kha nang giam sat, canh bo ty déng.
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.. HITECHCLOUD EMAIL SERVICE

Dich vu luu tri thu dién t& dugc cau hinh
riéng theo tén mién cla doanh nghiép, téi
uu cho muc dich gui va nhan thu dién tu,
gilip gia tang niém tin va dd hai long cla
khach hang cho doanh nghiép cuta ban.

( ) Tin cay
e o o Pugc gidm sat thoi gian thyuc va dam bao
L ) whitelist tur tat ca cac RBL.
~\

HITECHCLOUD SSL::

@ https://

Dich vu chirng thu s6 HITECHCLOUD SSL dam bao tat ca
cac dir liéu trao d6i gitra may ch web va trinh duyét luén
dugc bao mat va an toan.

@ Tot cho SEO
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An toan, bao mat

Hé théng dugc bao vé Anti-spam, Anti-virus

.
, ca 2 chiéu glri, nhan.
\ Quan ly dé dang
Giao dién ngudi dung dé str dung,
dé dang thiét Iap cho tirng Mailbox.
.

S6 lugng Lén, sao luu dinh ky
S6 lugng email glri ra I6n. Sao luu dir liéu
dinh ky hang tuan.

Nhanh, chinh xac
Khéi tao nhanh, nang cdp mé rong dé
dang khéng gian doan dich vu.

Hb trg tét cho SEO do duogc
Google va cac cdng cu tim kiém
uu tién hon trén két qua tim
ki€m.

B3o mat an toan dit liéu trao doi
gilta ngudi sir dung va Website.

Chuyén nghiép hoa

Website

Websitectia ban sé chuyén nghiép
hon, nang cao hinh anh, thuong
hiéu va uy tin doanh nghiép.

g Ngan chan lira dao

A

Chong Ilra ddo & tang su tin tudng
v&i khach hang.
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.. HITECHCLOUD CLOUD CONNECT HITECHCLOUD MULTI-CLOUD::

Multi-cloud la moét giai phap dién toan dam may cho phép doanh nghiép su
dung déng th&i nhiéu dich vu ddm may ti cac nha cung cap khac nhau. Giai
phap multi-cloud gitip doanh nghiép tan dung cac uu diém cla ting nha

HiTechCloud Cloud Connect la giai phap két ndi nhiéu nén tang dadm may
khac nhau. Théng qua dich vu, doanh nghiép ké&t néi cac dich vu ddm may
cdng céng va dam may riéng tu dé tao ra mot hé sinh thai ddm may tich

hop hiéu qua.

Tang cudng
bao matda liéu -

Phuong thiic két ndi riéng
s dung cac giao thiic bao
mat tién tién nhu ma hda
dit liéu va xac thuyc hai yéu
t6 gitp doanh nghiép
gidm thiéu rdi ro bdo mat
khi st dung nhiéu nha
cung cap dich vu dam
may.

On dinh va
dd tin cay cao B

Giai phap cung cap két ndi
8n dinh va dang tin cay,
gilip gidm thiéu tinh trang
tdc nghén, mat két ndi,
hodc su can thiép tu bén
ngoai. Dac biét khi cd nhu
cau truyén tai di liéu l&n
hodc hoat déng 24/7, giai
phap dadm bao doanh
nghiép khéng phai doi
mat vdi nhiing gian doan
khéng mong mudn.

Quan ly linh hoat
va tuy chinh

Giai phap cho phép doanh
nghiép dé dang quan ly va
tuy chinh két n6i theo nhu
cau st dung nhu lya chon
muc doé bang théng phu
hgp, ciu hinh két néi dé
t6i uu hoa cac yéu cau vé
dd lieu va giam sat hiéu
suat k&t ndi mot cach dé
dang.

cung cap dich vu dam may, tir dé t6i uu hda hiéu suat, chi phi va bdo mat.

’ . N
Tinh linh hoat @

cao

Doanh nghiép c6 thé chon
cac dich vu t6t nhat tu
nhiéu nha cung cap khac
nhau, phu hgp véi nhu cau
cu thé cua ting Ung dung
hoac du an.

= .o 30
Giam thiéu IYAYS
rdi ro

St dung nhiéu nha cung
cap gilp gidm thiéu rai
ro khi mét nha cung cap
gdp su cd hodc gian
doan dich vu.

Toi Uu hoda @

chi phi

Doanh nghiép cé thé so
sanh gia ca va chon cac
dich vu co chi phi hgp ly
nhat ti cac nha cung
cap khac nhau.

On-premise Cloud
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3 /AAzure

Google Cloud

aws

>HITE CHCLOUD

BY PHO TUE SOFTWARE SOLUTIONS JSC
,—J‘

Alibaba Cloud

D
IBM Cloud

G )) - 7
VMs
Azure

Database

N G-

wo Google Cloud

-

Networks \ AWS

Tang cudng bao @
mat va tuan thu

Multi-cloud cho phép
doanh nghiép phan phai
d@ liéu va Ung dung trén
nhiéu nén tang, giup tang
cudng bdo mat va tuan
thu cac quy dinh phap ly.

Kha nang @

phuc héi cao

D{ liéu va Ung dung coé
thé dugc sao luu va
phuc héi tu nhiéu
ngudén khac nhau, dam
bao tinh lién tuc cua
hoat dong kinh doanh.
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DICH VU HIEN BAI HOA
HA TANG TTDL

V&i hon 8 nam kinh nghiém trong Iinh
vyc Trung tam di liéu tai Viét Nam,
chung téi da hé trg hang ngan doanh
nghiép nang cap, téi uvu hdéa hé théng
ha tang TTDL tUr cac gidi phap dap Ung
cho hé théng CNTT thdéng thudng cho
dén cac hé théng CNTT hiéu nang cao.
Cac gidi phap cla chung t6i dam bao
trién khai nhanh chéng, an toan, han
ché t6i da rui ro gay gian doan dich vu.
Néu doanh nghiép cla ban dang tim
kiém mot gidi phap nang cap toan dién
cho ha tang TTDL, ching tdi san sang
dong hanh cung ban.

DICH VU TU VAN VE
THIET KE, TRIEN KHAI
& VAN HANH TTDL

HiTechCloud s& hru doi ngli chuyén gia
ky thuat dat chuan quéc té, giau kinh
nghiém trong quy hoach, thiét ké, trién
khai va van hanh hé théng TTDL. V&i nén
tang chuyén mon dugc duc két qua qua
trinh quan ly van hanh thuc té, cung cac
cébng cu hién dai ngang tam cac TTDL
hang dau thé gidi, ching toi cam két
cung cap giadi phap toan dién, dap Ung
moi yéu cau cla doanh nghiép. Gilp
doanh nghiép dat dugc muc tiéu, toi uu
chi phi, phat trién bén virng.

DICH VU QUAN TR| VAN HANH TTDL

Quan tri van hanh, bao tri nang cép, bao cédo dy doan hé théng la mot trong nhirng nang luc
c6t 16i clia HiTechCloud. Chung t6i cung cap dich vu quan tri toan dién, gitp khach hang duy
tri hiéu suat va tinh 8n dinh cho ha tang TTDL, tir cac trung tam dir liéu truyén théng dén
cac TTDL dac thu, danh cho Al véi cong suat Idn, mat do cao, tir cac hé thong don gian dén

moi trudng cong nghé phuc tap.

V&i doi ngl ki su giau kinh nghiém va tac phong chuyén nghiép, chang téi luén san sang ho
trg, ddm bao hé théng van hanh tron tru, an toan va hiéu qua.
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DICH VU TU VAN & QUAN TRl CONG NGHE THONG TIN

V&i hang chuc nam kinh nghiém trong tu van, trién khai va van hanh hé théng CNTT cling nhu cac
hé théng quan ly CNTT, HiTechCloud cam két gitp khach hang dat dugc moi muc tiéu céng nghé

V@i chi phi t6i uu.

SG& hitu déi ngdi chuyén gia dat chudn qudc té, giau kinh nghiém thuc tién va am hiéu sau sac

nhirng thach thirc ma doanh nghiép phai déi mat,HiTechCloud mang dén dich vu IT Professional

Services toan dién. Chung toi két hgp quy trinh chuyén nghiép, hé sinh thai dich vu da dang
va phuong phap trién khai t6i uvu dé ddm bao hé théng CNTT cla khach hang ludn van hanh

8n dinh, an toan va lién tuc cai tién.

)

Danh gid & t6i uu hé
thong CNTT, hé
thong quan ly CNTT

-
Quan tri van hanh hé

thong quan ly CNTT

©

\_ /

Danh muc dich vu ctia HiTechCloud

) ™
Trién khai & tich hop

hé théng CNTT, hé

théong quan ly CNTT
J

s

N

Quan tri van hanh hé
thong CNTT

Tu van chién lugc & thiét ké hé thong CNTT: Cloud, hé thong phan
mém, ha tang IT (network, server, storage...) va hé thong quan ly

CNTT (ERM, SMS, ISMS...)
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e Su phu thudc gilia cac thanh phan

Y/ /4

*: DICH VU GIAM SAT HIEU SUAT
UNG DUNG (VAPM)

vAPM hay con goi [a giam sat hiéu sudt (ng dung, la hoat dong theo d&i cac chi
s do lugng hiéu suit cla Ung dung, cac chi s nay dudc goi tat la Telemetry. Co
4 loai Telemetry chinh gobm Metrics, Events, Logs, Traces (MELT).

P11/ 4 LY

Gilip ddi Van hanh co goc nhin tong H& thong chu dong phat hién, thong

thé vé tng dung trén mot man hinh bao bat thuong st dung anomaly

duy nhat. detection va AI dé doi van hanh kip
thgi phan tich va xt ly su co.

LY LY

Tim ra root-cause nhanh hon trong

) Gidm MTTD & MTTR tu do tang trai
hé théng co6 dé6 phtic tap cao.

nghiém ngudi dung cuédi.

vAPM phi hgp véi doanh nghiép / té chirc nao?

e Cac don vi cé Ung dung vdi lugng truy cap lén, ap dung cloud-native vao
viéc xay dung va phat trién hoat dong kinh doanh dua trén nén tang online.

o DON Vi cin nang cao trai nghiém ngudi dung cudi.

o+ Cac dan vi can bd giai phap All-in-one dé giam sat Full-stack cho (g dung.

o Cac donvichuyén vé phat trién Ung dung.

cac dich vu dudc cap tir bén thirba. dung:

Chi sO6 hiéu suat Ung dung‘ gom U Usase Bandwidth
throughput, error rate, apdex va web ° Consumption

. . . Application
tl’ansaCtlonS t|me. \ Transactions
l Tracing

Cac thay doi bén trong (ing dung nhu: ~orr RS

nang cap ha tang, thay doi cau hinh, gifscggveecrtyure Transactions
~ ’ racin,

cau trug,... ¢

i Deep-dive
AC 9i i ; AL Analyt
Céc giao dich (Transactions) trén tng | “ — Componen
dung dé danh glé. hléu suat. Notifications&

Reports
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ENDPOINT
SECURITY

HITECHCLO
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WAF

DICH VU AN NINH BAO MAT
CYBER SECURITY

HITECHCLOUD
SYSTEM
SECURITY

& SHITECHCLOUD

BY PHO TUE SOFTWARE SOLUTIONS JSC

HITECHCLOUD
THREAT HUNTING

TU VAN, KIEM TRA,
DANH GIA LO HONG
BAO MAT




:: DICH VU TU VAN ATTT

TU VAN ATTT TONG THE

Dich vu Tu van An toan théng tin téng thé cla HiTechCloud dudc thiét k& nham
mang lai gidi phap toan dién, gitp doanh nghiép xay dung mét hé thdng théng
tin an toan, bdo mat va dang tin cay.

Dbua ra gidi phap

o o Chira cac tong thé nham
Khao sat Banh gia diém can khic nang cao
tong thé tong the phuc trén bao mat
hé théng hé thong hé théng an toan

cho hé théng

O

Tang muc do A .
béogmét cho Nang cao ndng
cac hé théng luc doanh nghiép

Bao vé an toan ., s 1o g%
cho dit liéu Giup quan ly dé
quan trong

dang va tap trung
N : s Dap Ung cac tiéu
Nanghcao kha nang chuan va quy dinh
ty phong vé trudc S8 phap luat, cing cé
cac nguy cd, moi = & N atin

uy tin va sy tin cay
de doa clia doanh nghiép

TU VAN ATTT CAP DO

Cac cd quan, t6 chiic, cd nhan cé nhu ciu nang cao nang luc bao mat cua hé
thong CNTT tuan thua theo cac Théng tu, Nghi dinh cta Chinh phd vé ATTT cap
do.

Bao vé d(i liéu
quan trong

Dam bao an toan cho cac thong tin nhay cam
va di liéu cta doanh nghiép trudc cac moi de
doa mang.

Tuan thd quy din
phap ly

Ho trg doanh nghiép dap (ng cac yéu cau
phap ly va tiéu chuan vé an toan thong tin,
tranh cac rui ro phap ly va vi pham phap luat.

Khang dinh cam két bdo mat cta doanh
nghiép, tao niém tin vai khach hang va doi tac,
tl do nang cao uy tin trén thi trudng.

Nang cao uy tin
va niém tin

Mdt mdi trudng bdo mat viing chac cho phép
doanh nghiép tu tin trién khai cac sang kién
va cong nghé hién dai, thic day su ddi méi va
phat trién.

Tao nén tang
cho su déi mai
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;1 TUVAN, KIEM TRA,
DANH GIA LO HONG BAO MAT

Dich vu tu van kiém tra danh gia 16 héng bao mat cho cac tng dung web,
mobile, hé thdng cdng nghé thdng tin cia khach hang. Bang cach gia lap
cac cudc tan cdng kiém thr xdm nhap vao hé théng cta khach hang.

Muc tiéu

Pé xuat cac phuong an
khac phuc 16 hdng bao
mat tim dudc dé ngin
chan viéc chdng bi
khai thac trong thuc
té.

Tim kiém, ra soat cac
16 héng bdo mat cé
thé bi khai thac dang
ton tai trong hé théng
théng tin cla khach
hang.

« Cac ndidung danh gia ~
Danh gia cac (ing dung véi cac nhém 16 hong dya trén OWASP Top 10, cac
tiéu chi danh xac dinh 16 héng gom:

« Quan ly xac thuc. «  Kiém soat dif liéu dau vao.

« Quan ly phién dang nhap. «  Kiém soat dif liéu dau ra.

« Kiém tra phan quyén. +  Kiém soat 16 hdng 1-day cla
« Tuadng tac vai back-end. cac thu vién, framework.

Black Box testing

HiTechCloud tién hanh kiém tra thAm nhap (ng dung cta khach hang trong tinh
trang khong biét hodc cé rat it thdng tin vé muc tiéu (chinh sach bao mat, ha tang
mang, phan mém, cac bién phap an ninh hién cd). Black Box giup doanh nghiép
phat hién sém nhiing rli ro trong thuc té tin tic cd thé tan cong.

B

Grey Box testing

Khach hang tiét 16 mdt phan théng tin vé muc tiéu (thdng tin login cla ngudi
dung, cau tric hé théng, hoic tdng quan vé mang). Grey Box cung cap géc nhin
clia mot hacker da xam nhap dugc mot phan vao hé théng va da biét mot sé
théng tin nhay cdm khong dugc cong khai.

-

White Box testing

Thyc hién tim kiém ri ro trong hé théng dudi dic quyén quan trj vién, dudc phép
truy cap vao ca sé dif liéu, source code, dudc tiét 16 vé phuong thilc ma hoéa, hoac
tai liéu md ta cau tric san pham.
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HITECHCLOUD THREAT HUNTING -

N

S&n tim méi nguy An toan thong tin (HiTechCloud Threat Hunting) la dicﬁ
vu gilp tim kiém cac loai ma ddc da xAm nhap trong hé thdng ma cac
céng cu truyén thdng coé thé bd sét. Qua trinh nay két hop gitia chuyén
mdn cta chuyén gia bdo mat va phan tich dir liéu dé phat hién sém céc
hanh vi bat thudng, cac loai ma déc nham ngan chan cac cudc tan cdng
trudc khi gay thiét hai.

Phat hién s8m ma déc

ChU{ ddng tim kiém dau hiéu cta cac
loai ma doc.

Gidm thiéu thiét hai

Dua ra phuong an xt ly kip thdi trudc
khi cadc mdi de doa gay thiét hai.

Tang kha nang phan ung

Cung cap di kién vé cudc tan cong
giup tang toc do diéu tra, xu ly.

Tang cudng baomat

G3 bd ma ddc, lam sach hé thong
va dé xuat siét chat cau hinh.

Tiét kiém chi phi

Tan dung ngudn luc chuyén gia
hang dau cla HiTechCloud.
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HITECHCLOUD CLOUD FIREWALL

HiTechCloud Cloud Firewall la dich vu tudng lia thé hé
md&i (ML-Powered NGFW ao0) cung cap cac tinh ning
bdo mat gilp hién thi va kiém soat hoan toan trén toan
mang bang cach st dung cac cdng nghé nhan dang luu
lugng manh mé&, ngan chin phan mém ddc hai va cac
moi de doa.

HiTechCloud Cloud Firewall c6 nhiém vu bao vé di liéu khach
hang trong mdi trudng dién toan dam may vdi cac cong nghé
md&i nhat trén thé gidi nhu nhan dang Ung dung, nhan dang
ngudi dung, Anti-virus, Anti-Spyware, Vulnerability Protection
(IPS l6p 7), WildFire, Advanced URL Filtering, DNS Security,
Advanced VPN, Enterprise DLP (Inline), IoT Security, SaaS
Security (Inline).

Giai phap tuong lia HiTechCloud Cloud Firewall cho phép khach
hang trién khai cac chinh sach bao mat theo nhu cau, bao vé di
lieu khach hang trong méi trudng dién toan dam may véi cong
nghé dén tlr cAc hang bao mat [8n nhat trén thé gidi.
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.t HITECHCLOUD ENDPOINT SECURITY

Bao vé real-time, ngan chan va chéng Process Inspector: Hoat dong
lai cac cudc tan céng tu cac loai ché do zero-trust, gidm sat cac
virus, ma doéc vai tinh nang machine tién trinh chay ngam, phat hié

, . o learning anti-malware, anti-exploit, cac hoat dong dang ngd néu cé
HiTechCloud Endpoint Security la giai phap bao mat thé hé mai bao
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vé toan dién trudc cdc madi de doa nguy hiém danh cho céc thiét bj
dau cudi dat tai van phong, trung tam dir liéu cla khach hang hodc
trén mdi trudng ddm may véi cac tinh ning ndi bat NextGen Anti-
virus, Risk Analytics, Anti-exploit, Anti-malware, Ransomware
Mitigation.

HiTechCloud Endpoint Security vifa tuong thich véi cac may cht do
hda trén mai trusng Cloud vita tuong thich véi cac thiét bj dau cudi
trén cac nén tang khac ma khach hang dang st dung.

Giao dién quan tri don gian, tap trung cho tat ca cac thiét bi.

Bao vé da nén tang bao gom vat ly, do hdéa (VMware, Hyper-V,
XenServer, KVM,...) hd trg nhiéu hé diéu hanh nhu Windows, Linux,
macOSs,...

T6i uu hda tai nguyén cho thiét bi dau cudi cla khach hang bang
chuyén cac tac vu xtr ly, phan tich mdi de doa sang thiét bi bao mat
chuyén dung (SVA).

T6i uu chi phi, pht hgp v8i nhu cau cdia nhiéu khach hang.

ransomware protection,...

Endpoint Risk Analytics: Bdo cao
théng ké, sé ludng, loai Virus phat
hién dugc, két qua xu ly trén tung
may tinh

Chong virus qua web, Ung dung, bd
nhd: Anti-Phishing and Web Security
Filtering, ngan chan tan céng vao
mang Vv48i cac hinh thdc nhu Brute
Force attacks, Password Stealers,
Network Exploits

Quét virus theo yéu cau

Giam tac hai cua virus
ma héa Ransomware

Cac tinh nang

noi bat

Chong Virus cao cap

Quarantine: Cach ly ngay khi

phat hién cac nguy cd




e DlCH VU HITECHCLOUD VIRTUAL SOC Giam sat hé thdng may chd, may @J@ N&n tang diéu phdi an ninh va
tram, network traffic 24/7/365 = phan Ung tu dong

HiTechCloud Virtual SOC la dich vu giam sat va xt ly cac

m&i de doa v& an ninh thdng tin tap trung Giam sat, phat hién cac cudc tan
céng xam nhap, khai thac 16
hong dua trén cbéng nghé
Machine Learning IDS

Nextgen

S dung céng nghé AI phan
tich, truy vét, cAnh bao ATTT

Hién dién 24/7/365 bai d6i ngl chuyén gia an
toan, an ninh mang hang dau cla HiTechCloud. '\gaarlwvéabfx

Giam sat, canh bao thay déi file, Giao dién quan tri tap trung
phan tich hanh vi bat thudng,

giam sat toan dién, va riéng
phat hién cac méi de doa cera biét cho tung khach hang
ting biét dén (zero-day) hodc — = (Multi Tenant), ho trg xac
tan cong co chu dich (APT) thuc 2 thanh phan cho ngusi

Dich vu nay gilp cac t8 chiic nhanh chdng phat

hién cac hanh vi bat thudng va phan (ng kip thdi
véi cac sy ¢ bao mat, tir d6 giam thiéu rdi ro va
nguy cgd trudc cac cudc tan cdng mang. Bang cach . Threat

Intelligence

ty ddng phat hién va xu ly cac méi de doa,
HiTechCloud vSOC mang lai su bao vé téi uu, dam
bdo an toan théng tin cho doanh nghiép trong moi

Thu thap, quan ly, phan tich
log tap trung, ty dong nhan
dién nguon log mdi

Giam sat, phat hién tan cong l6p
mang thdi gian thuc

trudng mang ngay cang phuc tap.

Dich vu HiTechCloud Virtual SOC dugc xay dung dua trén nén tang OPEN XDR [& mét trong nhiing Dua ra théng tin tinh bdo mai . Tuy chinh béo c4o, hd trd xut
N Ain C e A R TR , . . de d inh Threat Yt dB
cong nghé tién phong, di dau trén thi truong, dugc cung cap véi chi phi hgp ly, canh tranh, cac mic Ir?telﬁgeir;e?m el (e bao cao dinh ky, tu dong

cam két chat lugng dich vu (SLA) rd rang.

Dich vu HiTechCloud Virtual SOC la su k&t hgp nhuan nhuyén tir 3 yéu t8 c6t 16i trong nganh Céng

nghé théng tin ndi chung va ATTT ndi riéng gom: Quy trinh, Con ngusi va Cong nghé. i L
Cac uu thé ndi bat

e Dich vu HiTechCloud Virtual SOC trén nén tang cloud e Diéu tra, phan (ing, ngan chan: Threat hunting (th( céng
|6n nhat Viét Nam. H6 trg nhiéu md hinh trién khai  hodc tu déng), tao ra cac query véi nhiéu diéu kién loc
t6i khach hang: On-premise, Multi-Cloud, Hybrid, khac nhau, s dung module SOAR dé phan (ing lai méi de
Application, Endpoint, Network,... doa mét cach ty déng (gli théng tin dén firewall, Endpoint

dé block cudc tan cdng, gui email, tao ticket,...), gidm sat

e Tinh tu dong hoa cao: st dung cong nghé AI, BIG va canh bao vi pham chinh sach trén may chu.

data, IDS, SANDBOX, UEBA, anti-Phishing,
Deception, NTA, tu dong thu thap, lam giau, phat ®Tinh ndang Multi-Tenancy: khach hang khac nhau dugc
hién, diéu tra truy vét va dua ra phan (ing ATTT. Cai cung cdp cac giao dién HiTechCloud Virtual SOC riéng
thién thdi gian trung binh dé phat hién (MTTD) 8 [an,  biét, doc lap dé giam sat, cau hinh hé thdng cla minh,
thdi gian trung binh dé phan (g (MTTR) 20 [an. giao dién quan tri don gian, ho trg tiéng Viét.

® HJ trg thu thap log tif nhiéu ngudn, tuong thich véi ® HO trg k&t ndi dén Trung tdm Giam sat an toan khéng

cac hé théng, hd trg luu log dai han. gian mang quéc gia (NCSC) dap Ung cac tiéu chi quy

dinh vé két néi danh cho mé hinh ATTT “4 1&p” trong chi

e HO trg dap Uing cac tiéu chi trong nghi dinh 85/2016/  thi 14/CT-TTg ngay 07/06/2019 va s& 41-CT/TW ngay

ND-CP ngay 01/07/2016 vé An toan théng tin theo  24/03/2020, cong van s& 2973/BTTTT-CATTT ngay

Célp dé va Théng tu s6 12/2022/TT-BTTTT cla B6 04/09/2019 va 1552/BTTTT-CATTT ngay 28/04/2020.
Thdng tin va Truyén thong.

95




M& hinh hoat dong
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Threat Intelligence Platform

Security Information &
Event Management (SIEM)

Security Orchestration &
Automation Response (SOAR)

Monitoring team

Monitoring
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.t HITECHCLOUD ANTI-DDoS

Mo hinh gidi phap

~ Dinh nghia

HiTechCloud Anti-DDoS Volume-
Based la dich vu chdéng tan cong
DDoS bang théng l6n 1én dén hang
tram Gbps, ddm bao chat lugng t6t
cho ké&nh truyén va ha tang
Internet cla khach hang khi bj tan
cong DDoS. Khach hang si dung
dudng truyén Internet cla
HiTechCloud cé IP tinh cé thé
dang ky dich vu dé ngan chan cac
dot tAn cdng quy md lén va cac
dang tan cong phtic tap ma khong
can dau tu thiét bj va thay déi ha
tang von co.

4 )
Phat hién, x ly nhanh,
théng bao tuc thdi dén
khach hang cac cudc tan
cong DDoS Volume-Based

N J

_ Phat hién va xt ly nhanh
tan cong DDoS Volume-Based

Ty dong thony
bdo dén khach
hang bang
Email, SMS,
Portal ngay khi
cudc tan céng
dudc phat hién

Portal cung cap giao dién than
thién cho khach hang theo ddi, tra
cltu théng tin chi tiét cac cudc tan

cong da va dang xay ra.

Toan bo quy trinh, tinh

é N

Dg)i ngi vén' hénh,‘giém sat,| | Ha trg da dang cac kénh
ho trg khach hang 24/7| | canh  bao realtime qua

XU ly dugc toan bd cac kiéu

nang dugc tu dong hda chuyén nghiép trong sudt| | Email, SMS, Portal
thdi gian st dung dich vu
N N\ AN J
4 )

SU dung cac cong nghé tién

N
.‘*’ B

Hacker/ Botnet Visitor
2
ISP Gateway Edge
Traffic statistic
@ @ Traffic statistic g Eﬂ
IGW DGW Detection
l l l l Warning
- = @
-« -«
@ I~
Provider Diversion Por tal
l l l Monitor
.
Provider Edge Scrubbing Center Admin
l l ‘
Ghichu

@ o @

Drop Drop

tan cdng DDoS phd bién vdi
bang théng lén dén hang
tram Gbps, cap nhat nhanh
chong va thudng xuyén cac

hinh thai tan cdng mdi
J

N

Cung cap giao dién Portal
truc quan, tién Igi cho khach
hang theo doi thong tin

N J

tién dé phat hién va chin
loc td&n céng nhu: DPI,
Profiling, Machine learning,
BGP flowspec, Remote

trigger black hole...
N J
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—» Clean Traffic
. DDoS Traffic
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3! HITECHCLOUD CLOUD WAF (WAF, ANTI-DDoS L4/L7)

tinh lién tuc cua dich vu.

HiTechCloud Cloud WAF la giai phap tudng lia bao vé ing dung web va API
cla HiTechCloud. Giai phap cung cap kha nang bao vé toan dién, chéng lai
cac cudc tan cdng Ung dung web, vi pham quyén truy cip, cac cudc tan
céng nguy trang dang sau CDN, tan c6ng API, cac cudc tan cdng HTTP nang
cao, tan cdng Brute Force,... Dudc quan ly va gidm sat 24/7 dé dam bao

Dac diém ndi bat

Pam bao trai
Ngudi dung cudi

nghiém tdi

C6 mang lugi CDN dugc dat tai
Viét Nam va nhiéu nudc trén thé
gidi gilp gidm thiu dd tré toi
may chu.

Céng nghé bao mat bac
nhat:
Bao vé& chdng lai cAc méi de doa

Bao vé toan dién: ‘Day du cac
tinh n&ng nhu chéng tan coéng
Ung dung Web, API, quan ly Bot
va gidm thiéu tan cbéng DDoS
Layer3-17.

da biét va cac cudc tan cong khai
thac 16 héng zero-day dua trén
cong nghé phan tich hanh vi tu
Machine Learning va Artificial
Intelligence.

Trién khai linh hoat: Tuong

Giam thiéu chi phiva nguén
luc: Bang viéc t6i uu hiéu suat
bdo mat vdi cac chinh sach
dugc cap nhat ty dong clng doi
ngd  Emergency Response
Team (ERT) hd trg, gidm sat
24/7.

thich va dé dang trién khai theo,
nhiéu hinh thlc (on-premise,
cloud va hybrid).

Quan
trung:
Mdt nén tang quan ly tap trung
duy nhat trén moi hinh thic
trién khai.

ly va bao cdo tap
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« WAF ngan chan OWASP TOP 10 va cac
loai tan cong Zero-day.

« Ngan chan tan cong DDoS Layer 3 - 7
dya trén Machine Learning.

« Ngan chan cac cudc tan cong tap trung
vao API trong thai gian thyc.

Mo hinh trién khai

Tinh nang

« Phat hién va phan biét chinh xac gitia luu lugng truy
cap ctia ngudi dung cudi, bad bot/good bot.

« Bao vé d liéu clia ngudi dung cudi khi tuong tac vdi
bat ky dich vu bén th(r ba nao trong chudi cung ng.

- Cap nhat tri thifc mdi nhat vé cac cudc tan cong
trén thé gigi.

Yy Valid request
(7] e
- .
e Valid request
l ;?[Kﬂl Malicious request . - - o0 *°*°
- - " Moo :::
Application/ Website server
2}
f‘ Valid request
-
User
Pac diém ndi bat
'R Q
| 40+ ] AppSec PoP trén thé gidi -
A A4 v
- v
."f-- _H‘*il Chéng tan cong gﬁq ") E ¥
L 12ToPs [ toan cau v !
N = 9
i:"ﬂg“ﬁ Scrubbing Center "] Q
'k_jl Trung tam x{ ly luu lugng doc hai @
i"r;;5oox:"g Khach hang Enterprise
'\h . tlr 80 qudc gia trén thé gisi
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GIAI PHAP

102

Sao luu va
du phong dir liéu
Data storage & backup

Lam viéc
di dong
Remote work

DANH CHO BAN

Ung dung Chuyén d6i ha tang
doanh nghiép dién toan dam may

Business application Cloud Migration

Xay dung Giam sat va
Website L'rr)g C’l\l,lng’\
Building a Website tri tue nhan tao

Monitoring & IOT

dVHd IVID

—
by
C
Z
O
>
<
)
(@
-
T
(@

Mang phan phoi
noi dung
CDN

Tu van va
Trién khai
DevSecOps
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:: GIAI PHAP SAO LUU VA DU PHONG DU LIEU

HiTechCloud la dan vi tién phong tai Viét Nam trong linh vuc sao luu lén
dam may, clng mdt loat gidi phap cling nhu ha tang cd thé gidp quy
khach hang yén tam tuyét déi vé dit liéu cta doanh nghiép minh.

* Sao luu may cha vat ly

+ Sao luu may chd HiTechCloud Cloud Server

+ Sao luu hé théng ddm may riéng (Private cloud)

+ Xay dung trung tam d liéu du phong trén dam

may * Quan ly vong doi dir liéu

s Luu trir @ liéu 1au dai

@ Sao luu tat ca cac loai dif liéu

Sao luu tat cd cac loai dir liéu véi HiTechCloud
Cloud Backup, luu trr lau dai vai dich vu
HiTechCloud Data Archive, khach hang hoan
toan yén tam khi gl d¥ liéu Ién dam may cla
HiTechCloud.

OZC:)ZO Thay d&i quy mdé mém déo, dé dang
Thay d6i quy md tai nguyén sao luu cla ban
trong vai phut khi yéu cau di liéu cé su thay déi.
V&i HiTechCloud Cloud, ban khéng con can phai
chd hang tuan dén hang thang d€ mua bang tr,
dia cirng va cac tai nguyén CNTT khac dé tang
cudng co sd ha tang luu tri, rat ngan téi da thoi
gian nang cap hé théng.

Dich vu

HiTechCloud
Cloud Backup

HiTechCloud

Recovery
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Cloud Disaster
(e =7

@) Bao mat & Tuan thd

@

Bdo vé cac ban sao luu bang trung tam di liéu va
ki€n trac hé théng dugc xay dung dat tiéu chuan
qudc té. Quan ly truy cap, phat hién hoat dong
bat thudong, ma hdéa dir liéu va thuc hién kiém
thudng xuyén theo dung chinh sadch bdo mat cta
Hil,echCloud.

U@Chi phi hgp ly

Chi tiéu hiéu qua vdi mirc khdi diém thap, md rong
theo nhu cau thuyc té cda hé théng. Khong ton chi
phi dau tu ban dau, khong chi phi van hanh hé
théng. GUri cac ban sao luu [én HiTechCloud Cloud
c6 thé la budc dau tién gilp cat giam téng chi phi
cho viéc s& hiru va thiét ké trung tam di liéu cla

ban.

HiTechCloud
Cloud Data

Archiving
—

GIAI PHAP UNG DUNG DOANH NGHIEP ::

Pap Ung nhu cau nang cao hiéu suat cdng viéc va kha nang lam
viéc moi liic moi nai.

Kham pha cach chung téi cé thé giup ban:

* Lam viéc tur xa, lam viéc nhém don gian
* Luu trt, ddong b, chia sé dit liéu trén nén tang dién todn dam may

* Van phong dam may tdi uu nang suat cong viéc

* Gidm chi phi dau tu, van hanh cho CNTT clia Doanh nghiép

000000000000
000000000000
000000000000 e
000000000000
Dich vu
Microsoft 365 HiTechCloud Drive @
— ¢

<
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:: GIAI PHAP CHUYEN BOI HA TANG

DIEN TOAN DAM MAY

Di chuyén (ing dung va dit liéu sang ha tang dién toan dam may

HiTechCloud Cloud nhanh chong va hiéu qua.

HiTechCloud mang dén gidi phap toan trinh cho viéc chuyén d6i ha tang dién

toan dam may: Khao sat, tu van - Kiém ching - Dich chuyén, pht hop véi nhiéu

nhu cau:

* Dich chuyén tir ha tang vat ly (Physical to cloud)

* Dich chuy&n méi trudng do héa (On prem

(

Dich vu
Dich vu tu vén giai phéap @
(Solution Consultant) @) see_

| SR

Dich vu hién dai héa @
Ung dung (Refactoring -
)

Application Modernization

106

jses to cloud)
[~

N

Dich vu hién dai hoa ha tang
(Migration - Infrastructure

Modernization)

Dich vu quan tri van hanh
(Managed Service)

GIAI PHAP MANG PHAN PHOI NOI DUNG ::

Dich vu CDN cla HiTechCloud cung cap giai phap téi uu
hoa téc do tai trang, bao mat va trai nghiém ngudi diing

cho cac doanh nghiép kinh doanh trén toan cau.

* Gidm do tré: phan phéi néi dung tir may chd gan nhat t&i ngudi dung.
* Tang tdc d0 tai trang: cdi thién hiéu suat trang web va ng dung.
+ Bao vé dir liéu: ddm bao an toan ndi dung so.

* Truyén néi dung truc tuyén (Live, VoD).

Dich vu

Adaptive Media Delivery E @ Download Delivery @
(AMD) ﬁ (DD)

. o Dynamic Site
Media Service Live (MSL)
Accelerator (DSA)

Web Application S@E Bot Manager
Firewall (WAP)

El

[
[
[
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GIAI PHAP DAM MAY HIEU NANG CAO

HiTechCloud tu van va cung cap cac hé thong ddm may hiéu nang
cao s dung cac thiét bi may chi chuyén dung két hdp véi cac bo
x( ly d6 hoa tién tién (GPU) dap (ng nhu ciu cla khach hang
trong viéc xUr ly cac bai toan doi hdi hiéu nang tinh toan cao nhu
cac bai toan vé Al, BigData...

Gidi phap dam may hiéu nang cao dap Ung cac nhu cau

Céng nghé Phan tich va x ly X ly ngén
Blockchain hin anh ttr hé thdng ng{ tu nhién
Camera An ninh

XU ly hinh anh

nhan dién hinh Phan tich d liéu
anh tir Camera I8n

va Camera Al

108

GIAI PHAP GIAM SAT

VA UNG DUNG TRI TUE NHAN TAO

Toi uu hoda hiéu qua san xuat kinh doanh véi bd giai phap quan ly, x{
ly hinh &nh toan dién danh cho cac t6 chtic, doanh nghiép.

HiTechCloud cung cap giai phap cho cac nhu cau

Quan tri danh tiéng, lang nghe thi

truong, danh gia hiéu qua cac hoat dong

truyén thong thuong hiéu.

Hé thong Camera giam sat an ninh tu
doéng cho hé théng chudi clra hang
ban 1&, nang cao viéc gidam sat hoat
dong va trai nghiém cda khach hang.

Két hop hé théng dong bd dir liéu ddm
bdo di liéu tir camera giam sat dugc
doéng boé lén cloud 24/24 ngay ca khi
camera bj mat két néi Internet.

Hé thong Camera giam sat ng dung
tri tué nhan tao.

Hé théng quan tri camera tap trung, da
dang nén tang sur dung, tuong tich cao
véi nhiéu dong camera va hé trg nhiéu
chudn nén hién hanh phuc vu da dang
nhu cau ctia khach hang.

Ung dung tri tué nhan tao vao xr ly cac
bai toan gidm sat yéu cau cao: Cham
cdng nhan vién, nhan dién khuén mat
va canh bdo, dém ngudi va phéan tich
d{ liéu truy cap.
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. e

:: GIAI PHAP GIAI PHAP ::
LAM VIEC DI DONG XAY DUNG WEBSITE

Danh cho khai tai chinh, ngan hang, bdo hiém vdi nhu cau st
dung nhiéu chi nhanh, diém giao dich tai cac tinh thanh.

Danh cho trung tam cham séc khach hang yéu cau khai thac, str
dung theo ca lam viéc, bdo ddm an toan thong tin khi truy cap
vao cac hé thong nghiép vu khac nhau theo nhém ngudi su

Xay dung va bao vé thuong hiéu cua doanh nghiép trén Internet

dung. e LU trit Websitetrén ha tang dién toan dam may

Danh cho nghién clru, phat trién phan mém yéu cau di liéu

phai dugc an toan tuyét doi, bdo ddm quyén s& hitu tri tué doi

vdi t6 chirc doanh nghiép, trdnh mat mat ma nguon. Quan ly, luu trir email doanh nghiép trén ha tang dién todn dam may

Danh cho Iinh vuc thiét ké d6 hoa v&i nhu cau trai nghiém hiéu suat

cao tir moi nai, trén moi thiét bi. Bdo Mat tat ca cac dit liéu trao d8i gitta may chd web va trinh duyét

Dich vu

Tén mién |v&8 ! Luu trlr trang web
(HiTechCloud Domain) \ (HiTechCloud Web Hosting) ==

Dich vu

—]

_ o ) Dich vu may tinh do cho t6 Thu dign G S chi U <8
Dich vu may tinh ao cho ca chirc (HiTechCloud Cloud Jrefigin ity oo ) Yguarse A
(HiTechCloud SSL)

nhan (HiTechCloud Cloud (HiTechCloud Email Hosting)
PQ)

Desktop - Desktop as a
Service)
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TU VAN VA TRIEN KHAI DEVSECOPS

HiTechCloud tu van va trién khai cac giai phap Opensource ho trg doanh
nghiép xay dung md hinh phat trién DevSecOps toan trinh, linh hoat va
manh me.

112

ﬁ Tang téc phat trién

Giam thdi gian dé trién khai cac (ng dung cla
doanh nghiép nhanh han, thich ng véi su thay
d6i lién tuc cda thi trudng thic ddy két qua
kinh doanh.

Tang cudng bao mat

B6 cong cu gilp ddi ngll phat trién ludn tuan
thi tuyét d6i cac quy tac bdo mat, gidm thiéu
t6i da cac 16 hdng bao mat cé thé phat sinh
trong qua trinh phat trién san pham.

Ill

@ s o -
= TOi uu chi phi
DOi ngli tu van chuyén gia va dong hanh cling
Khach hang, gidm thiéu chi phi xay dung va
nghién clu quy trinh, tAn dung t8i da cong
nghé opensource dé gidm thiéu chi phi san
xuat ctia doanh nghiép.

0%o0 .
o(Oe Tudng tac da dang

o
H6 trg xay dung cac quy trinh, trién khai cac
mo hinh dap (ng phl hgp véi thyc té€ cla
doanh nghiép, khach hang. H6 trg tu van 24/7

dam bao dich vu cla khach hang luén san
sang & trang thai t6t nhat.

Dich vu ho trg

HiTechCloud Open
Kubernetes Service

vDBS Database Service

HiTechCloud DevOps
Tool Service

HiTechCloud Cloud
Function

13



KHACH HANG

HiTechCloud dap &rng nhu cau da dang cua tat ca cac don vi s&r dung

Khéng chi la mdt nha cung cap, HiTechCloud con & ban, [& ngudi ddng hanh uy tin, mang dén
nhiing giai phap tin cay cho sang tao bt pha ctia moi doanh nghiép.

% Microsoft C‘J

Alibaba Cloud

/NN ./ BlDV"z’g @% # thegioididong

'NGAN HANG TMCP BAU TU'VA PHAT TRIEN VIET NAM

\V/ VPBank BAOVIET (& Bank

NGAN HANG BAO VIET

SeABank 7 TPBank Vie @2

NGAN HANG TIEN PHONG
by DatVietVAC

VPS™ | @summmionne C0.0gm'art & LEED | Il ByteDance

vIB'




pOI TAC

Hop tac véi cac cong ty cong nghé hang dau trén thé gidi,

HiTechCloud cam k&t mang t&i khach hang nhiing giai phap téng thé t6i uu trén co s

ha tang, céng nghé tién tién.
ARISTA
“2 | @SENTIRE @'
solarwinds 7 . radware

V) =~
VERTIV. Gkamal

@BroADCOM | Qualcomwn | STELLR

) adWSs TRy
Alibaba Cloud - Microsoft

(‘J CLOUDIAN’

—

Hewlett Packard
Enterprise

ORACLE

COMMVAULT &) Sclél}?:gﬁr

F:=RTINET

AN KEYSIGHT

A TUVRheinland®
Precisely Right.




y W NTRE N

BY PHO TUE SOFTWARE SOLUTIONS J5C

CONG TY CO PHAN GIAIPHAP CONG NGHE VA PHAN MEM PHO TUE
VP: 128 Budng Binh My, xa Binh My, Thanh phé H6 Chi Minh, Viét Nam

VP2: Toanha The Landmark 81, 720A Budng bién Bién Phu, Vinhomes
Tan Cang, Phudng Thanh My Tay, Thanh phé H6 Chi Minh, Viét Nam

S diénthoai: 0865.920.04 1

Email: contact@photuesoftware.com

Website: https://www.hitechcloud.vn



	Từ nhà cung cấp dịch vụ
	MSP
	MSSP
	IaaS
	SaaS
	PaaS
	Dịch vụ tư vấn ATTT Dịch vụ tư vấn, kiểm tra, đánh giá lỗ hổng bảo mật
	vWAF Cloud WA F vWAF Anti-DDoS vSOC Virtual SOC vCF Cloud Firewall vES Endpoint Security vTH Threat Hunting
	vContainer Registry


	Phòng UPS
	Trạm biến áp
	Tháp tản nhiệt
	Hệ thống phòng cháy chữa cháy FM200
	Phòng mạng truyền dẫn
	Phòng NOC
	Phòng Chiller
	Phòng máy CNTT
	Phòng nguồn hạ thế
	Phòng máy phát điện

	MÔ HÌNH TRUNG TÂM DỮ LIỆU
	Thiết kế,xây dựng vàvận hành theo tiêu chuẩn ANSI/TIA942-B Rated3
	Constructed Facilities.

	vServer Cloud Service
	OBJECT STORAGE
	Giải pháp cho phép dự phòng và khôi phục hệ thống công nghệ thông tin của khách hàng khi xảy ra thảm họa thiên nhiên hoặc do con người gây ra.
	HITECHCLOUD CDN
	HITECHCLOUD OPEN KUBERNETES SERVICE (vKS)

	HITECHCLOUD CONTAINER REGISTRY

	vMONITOR CLOUDWATCH
	Dịch vụ giám sát và cảnh báo sử dụng tài nguyên trên Cloud.
	BIỂU ĐỒ THEO DÕI REAL - TIME
	CẢNH BÁO TÙY CHỈNH


	HITECHCLOUD CLOUD FUNCTION
	vAI API GATEWAY
	Dịch vụ thực thi mã lệnh trên môi trường không máy chủ
	Microsoft 365 (trước đây là Office 365) là giải pháp ứng dụng văn phòng trên nền điện toán đám mây bao gồm các ứng dụng Outlook, SharePoint, OneDrive và phiên bản thu gọn Word và Excel,… với nhiều ưu điểm vượt trội. Microsoft 365 cho phép khách hàng truy cập từ bất cứ đâu, bất cứ lúc nào, trên mọi thiết bị máy tính, máy tính bảng và điện thoại di động thông minh,… tạo lợi thế lớn cho doanh nghiệp.
	Xu hướng chuyển đổi số bùng nổ mạnh mẽ trên thế giới kéo theo là những cuộc tấn công an toàn thông tin bằng nhiều hình thức khác nhau. Doanh nghiệp của bạn đã có giải pháp lưu trữ và quản lý dữ liệu an toàn bảo mật chưa?


	vAI CLOUD AI
	vAI CLOUD CAMERA
	HITECHCLOUD CLOUD CONNECT
	HITECHCLOUD MULTI-CLOUD
	DỊCH VỤ QUẢN TRỊ VẬN HÀNH TTDL
	DỊCH VỤ TƯ VẤN & QUẢN TRỊ CÔNG NGHỆ THÔNG TIN

	HITECHCLOUD CLOUD FIREWALL
	HiTechCloud Cloud Firewall là dịch vụ tường lửa thế hệ mới (ML-Powered NGFW ảo) cung cấp các tính năng bảo mật giúp hiển thị và kiểm soát hoàn toàn trên toàn mạng bằng cách sử dụng các công nghệ nhận dạng lưu lượng mạnh mẽ, ngăn chặn phần mềm độc hại và các mối đe dọa.

	DỊCH VỤ HITECHCLOUD VIRTUAL SOC
	Mô hình hoạt động
	HiTechCloud Cloud WAF là giải pháp tường lửa bảo vệ ứng dụng web và API của HiTechCloud. Giải pháp cung cấp khả năng bảo vệ toàn diện, chống lại các cuộc tấn công ứng dụng web, vi phạm quyền truy cập, các cuộc tấn công ngụy trang đằng sau CDN, tấn công API, các cuộc tấn công HTTP nâng cao, tấn công Brute Force,... Được quản lý và giám sát 24/7 để đảm bảo tính liên tục của dịch vụ.

	GIẢI PHÁP ĐÁM MÂY HIỆU NĂNG CAO
	GIẢI PHÁP GIÁM SÁT
	TƯ VẤN VÀ TRIỂN KHAI DEVSECOPS
	HiTechCloud tư vấn và triển khai các giải pháp Opensource hỗ trợ doanh nghiệp xây dựng mô hình phát triển DevSecOps toàn trình, linh hoạt và mạnh mẽ.
	Tăng tốc phát triển

	116
	117




